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ABSTRACT 

 
Objective - The Industrial Revolution 4.0 has penetrated across the industrial world. It promotes innovation in 

organizing and controlling the entire value chain life cycle. The Industrial Revolution 4.0 not only brings convenience, 

but it also acts as a new trend toward smart technology. With this smart technology, production times are shortened, 

productivity is doubled, efficiency is increased, and income is also improved. The Industrial Revolution 4.0 is being 

emphasized among Malaysian SMEs. This is because SMEs constitute 98.5% of the business community in Malaysia. 

However, although the Industrial Revolution 4.0 is gaining popularity, SMEs remain relatively unaware on it. This has 

cast doubt on the readiness of Malaysian SMEs for the Industrial Revolution. Is the readiness of industrial revolution 

4.0 reach the satisfaction level among Malaysian SMEs? Therefore, the purpose of this study is to assess the level of 

readiness of Malaysian SMEs for the Industrial Revolution 4.0. In addition, the study will also propose strategies to 

improve the readiness of SMEs in Malaysia for the Industrial Revolution 4.0. 

Methodology/Technique – Various papers and current information was accessed to determine the readiness of 

Malaysia for the Industrial Revolution 4.0 and strategies that can be employed to enable SMEs to adopt the new era of 

industrial revolution. 

Findings- From the findings it was concluded that Malaysian SMEs remain unprepared for the Industrial Revolution 

4.0.  

Novelty - This paper proposed important strategies to assist SMEs and employees to adapt to the Industrial Revolution 

4.0. 
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____________________________________________________________________________________________ 

1. Introduction  

The industrial revolution (IR) defines as the movement in which machines changed or altered the way 

people live as well as the methods of manufacture. 
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The development of the industry has been gradually changing throughout the years. IR 1.0 was introduced 

in Germany and had spread all around the world. It has started with the advent of steam and water power 

which enable mechanization of production processes in the end of the 18th century. When came to the year 

1870, IR 2.0 was driven by electric power and mass manufacturing techniques. Information technology and 

automation brought in IR 3.0. Now, we are in the IR 4.0 which is focusing end-to-end digitization toward all 

the processes and integration into a digital ecosystem within the value chain (Hamidi, Aziz, Shuhidan, Aziz, 

& Mokhsin, 2018). With the concept of cyber-physical systems in IR 4.0, everything is about technology and 

it allows the two ways of communications between human and technology. This has resulted that the power 

of IR 4.0 cannot be overlooked.  

IR 4.0 can bring lots of advantages to SMEs. By embracing IR 4.0, it promises an exponential increase in 

productivity as well as efficiency. This is due to the digitalization of the entire product lifecycle that will 

allow the organization to use data from production, service and even social media which leads to faster 

product improvement (MyForesight, 2018). For example, interaction and engagement between organizations 

and customers can be reached by using a social media platform which eventually will help in improving 

product development. Besides that, IR 4.0 allows SMEs to increase competitiveness. With the nine 

technological advances namely autonomous robots, augmented reality, big data and analytics, additive 

manufacturing, Industries Internet of Thing, horizontal and vertical system integration, cloud computing, 

simulation, and cybersecurity, these are able to solve the constraints faced by SMEs and eventually assists 

SMEs to compete for either in global or local markets (Gilchrist, 2016). 

Nowadays, IR 4.0 is being emphasized among SMEs in Malaysia, this is because SMEs are constituting 

98.5% of business community in Malaysia. Based on the statistics of the SME survey, the real GDP growth 

has consistently outperformed the overall economy with the average annual growth rate at 6.6% compared to 

5.2% for the overall growth of GDP in the period of 2011-2017 (SME Corp, 2018). In terms of SME 

employment, it has increased to 66.0% of total employment with a growth of 3.4% compared to 2.1% in 

2016. Other than that, the SMEs’ productivity continued to improve by 3.7% in 2017 with a value of 

RM63,167 compared to RM60,887 in 2016. Last but not least, SME exports recorded a higher growth of 

7.9% compared to 7.0% in 2016. Overall, with the statistics discussed above, SMEs act as a significant role 

in improving economic growth in Malaysia, especially in terms of growth of GDP, employment, labor 

productivity, and exports. SMEs are not only the enablers of growth as in the past but also a key driver of 

growth (SME Corp, 2018). Therefore, challenges or issues that are faced by SMEs cannot be neglected. 

Instead, support and assistance from the government or other agencies are crucial for Malaysian SMEs to 

drive them toward IR4.0. 

In getting more importance of IR 4.0 toward SMEs, concerns have emerged among Malaysian SMEs. Are 

Malaysian SMEs ready in IR 4.0? What should be suggested toward SMEs to adapt IR 4.0? As of the 

findings, Malaysian SMEs are not yet ready in IR 4.0. The low adoption of digital automation in Malaysian 

SMEs has delayed the readiness and connectivity toward IR 4.0. It is reported that there are less than 50% of 

automation being used by manufacturing firms (Miti, 2018). Therefore, digitalization should be a component 

that needs to be concerned among SMEs. In fact, Malaysian employees have the abilities and skillsets, but 

they require more training in understanding IR 4.0 which including automation technology and IT 

infrastructure (Hamidi et al., 2018). The knowledge of IR 4.0 is very important to lead employees in adapting 

IR 4.0. Thus, exclusive training and coaching that related to IR 4.0, knowledge in exchanging types of 

machinery and integrated systems are needed to their employees. Managers of SMEs should provide or 

encourage their employees to participate or join more training and coaching of IR 4.0. Hence, they can get 

adapt and ready toward IR 4.0 in a short time period. 

2. Literature Review  
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2.1 All about IR 4.0 

The term IR refers to the development process in the management of manufacturing and chain 

production. As now, we are in IR 4.0. Before IR 4.0 emerges, there were another three IRs namely 

IR 1.0, IR 2.0, and IR 3.0. IR 1.0 introduced machines into production by the end of the 18th 

century. With this introduction, the source of power was changed from manual production to steam 

and water power. The life of the human was getting convenience and comfortable. Besides that, IR 

1.0 has assisted greatly in the agriculture and textile sectors. When it came to the year 1870-1914, 

IR 2.0 proposed electricity for mass production. Undeniably, IR 2.0 had enabled and contributed 

hugely to production rates. However, this IR 2.0 was put to the end when World War 1 started. 

Next, IR 3.0 emerged in 1950 and 1970. IR 3.0 was using digital technology, electronics and 

informative system in the production. In IR 3.0, the human workers had been replaced by machines 

and robots on assembly lines. When comes to IR 4.0, it is a concept of cyber-physical systems. 

Everything is connecting to technologies, called the Internet of Things (IoT). The idea behind IR 4.0 

is to create a social network with two ways of communication between humans and technologies. 

For example, in IR 3.0, television acts as a role to disseminate news to us, but in IR 4.0 television 

not only disseminate news to us, but it also plays a smart role to switch off itself when it senses that 

we are fallen sleep. Undeniably , the powerful of IR 4.0 has brought out a lot of smart technologies 

such as smartphones, smart homes, and smart cars (The Sun Daily, 25th December 2018). 

2.2 Benefits of IR4.0  

IR 4.0 will produce great benefits for all organizations. Optimizing production is one of the 

advantages that organizations will experience (Maskuriy, Selamat, Maresova, Krejcar, & David, 

2019). With the nine technological advances (namely, autonomous robots, augmented reality, big 

data and analytics, additive manufacturing, Industries Internet of Thing, horizontal and vertical 

system integration, cloud computing, simulation, and cybersecurity) IR 4.0 is able to encourage 

automation through autonomous robots and the Internet of Things which reduces the dependency on 

humans which can be error-prone. Big data and analytics enable SMEs to make use of the 

significant amount of data gathered and produce insights and business strategies. Machine learning 

can be used to better understand consumer behavior and customize marketing plans more 

proactively. Cloud computing enables SMEs to outsource IT services to cloud providers and focus 

on the business itself. Cybersecurity helps SMEs to ensure that their data, such as customer 

information, corporate secrets, and sensitive data are properly secured. 

In short, self-optimized production will lead to almost zero downtime in production which is 

extremely crucial for industries. Moreover, it can improve the ability to manufacture various 

products at a higher speed and quality, as well as ensure greater efficiency. In addition, lowering 

operating cost is another benefit of IR 4.0. This is due to the higher level of automation in IR 4.0 

which requires fewer employees and results in less wasted materials and more efficient operations. 

Thus, IR 4.0 can not only improve productivity and efficiency, but can reduce operating costs and 

eventually improve competitiveness. IR 4.0 will undoubtedly require a significant investment in 

implementing IT infrastructure in the first stages, but it will yield a big impact in the long term. 

SMEs will experience increased cost efficiency when IR 4.0 is fully implemented (SME Bank, 

2017). 
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2.3 Challenges of IR4.0  

For Malaysian SMEs to be ready for IR 4.0, there are several challenges and impediments which 

need to be addressed. The most difficult challenge in embracing IR 4.0 is faced by manufacturing 

organizations in integrating digitalization to ensure that their stakeholders are aligned with the 

vision (SME Bank, 2017). This requires stakeholder engagement (Idris, 2019). Indeed, the sharing 

of information across the supply chain is not something new due to inter-connectivity between 

companies. However, it is important for SMEs who are different in nature compared to large 

corporations to realize that their venture into IR 4.0 requires leadership and change management. 

Moreover, Malaysian SMEs lack awareness of the need and impact of IR 4.0 technologies (Miti, 

2018). Many of them are still not fully aware of the importance and benefits of IR 4.0. The 

opportunities of IR 4.0 for SMEs such as new business models and frameworks, new production 

capabilities, faster delivery speed, better quality and monitoring, and innovations can help SMEs to 

increase their competitive advantage in their respective markets. It is therefore important that SMEs 

become more aware and prepare for the implementation of IR 4.0. 

The low levels of digital automation in Malaysian SMEs also inhibits the readiness and 

connectivity toward IR 4.0 (Abidin et. al., 2018). Malaysian SMEs need to be more innovative in 

meeting customer expectations and demands. Therefore, it is crucial for SMEs to focus on 

innovation in order to provide customized products, fast delivery speeds, and good quality products 

to improve their competitiveness.  

IR 4.0 also causes certain financial difficulties for Malaysian SMEs. The initial implementation 

of IR 4.0 requires a significant amount of investment by SMEs and in most cases, the financial 

return on that investment may take some time to realize (SME Bank, 2017). SMEs lack an 

understanding and analysis on how IR 4.0 brings values to the company in the long term, which 

results in their unwillingness to make a significant financial investment in IR 4.0.  

3. Research Methodology 

The methodology used for this paper includes evaluating online sources such as online 

newspapers and magazines, and previous literature reviews about the readiness of IR 4.0 among 

SMEs. The literature search of articles and journals is based on online databases which include 

Google, Google Scholar, Scopus, Science Direct, and Web of Science. Based on the online sources, 

the status of readiness for IR 4.0 was determined. In addition, the empirical studies show that 

Malaysia is still at the very beginning stages of becoming ready for the implementation of IR 4.0 

(Abidin et. al., 2018; Idris, 2019; Omar & Hasbolah, 2018). Some of the studies (Idris, 2019; Miti, 

2018; SME Bank, 2017; Zaidi & Belal, 2019) are also referred to in order to propose important 

strategies for Malaysian SMEs to prepare themselves for IR 4.0. 

4. Results 

4.1 Status of Readiness of SMEs for IR 4.0 

The readiness of SMEs toward IR 4.0 can be defined as the ability to capitalize on future 

production opportunities, mitigate risks and challenges, and be resilient and agile in responding to 

unknown future shocks (Kearney, 2018). According to the report of the Readiness for the Future of 

Production Report 2018, Malaysia is in the "Leader" quadrant. It is also interesting to note that 
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Malaysia and China are the only two countries in the “Leader” quadrant, who are not high-income 

countries. Yet, this assessment is based on two main components, namely, the structure of 

production and drivers of production. Structure of production is the current baseline of production, 

while drivers of production are the key enablers that position a country on IR 4.0. Furthermore, the 

World Economic Forum (WEF) also indicates that Malaysia's rankings in each of these drivers 

emphasize priorities in technology, human capital, and institutional frameworks that are consistent 

with some of the challenges highlighted previously (Kearney, 2018). 

Other than that, according to the assessment of Hamidi et. al. (2018), the employees’ skills and 

skill acquisition for IR 4.0 among Malaysian SMEs are in level 1, which is beginner. Indeed, 

employees have the skills however they lack knowledge of IR 4.0. The understanding and 

knowledge of employees about IR 4.0 is very important in adapting to the concept and strategy of 

IR 4.0. Therefore, Malaysian SMEs and the government should provide support to employees such 

as exclusive training seminars, knowledge transfer systems and coaching to prepare them for IR 4.0. 

Most Malaysian SMEs are in beginner status which is level 1 for the dimension of strategy and 

organization (Hamidi et. al., 2018). Strategy and organization is defined as innovation management, 

investments, and the strategy of an organization to move forward. Thus, the need for more 

understanding to move forward and plan accordingly in terms of IR 4.0 is very crucial for 

Malaysian SMEs.  

In summary, Malaysian SMEs do not appear to be ready for IR 4.0. According to the Deputy of 

International Trade and Industry Minister Dr. Ong Kian Ming, many CEOs do not even know how 

to begin preparations for IR 4.0 and which aspect should be focused when the IR 4.0 is being 

emphasized (The Star, 5th April 2019). Based on the analysis carried out by the Bank of Negara 

Malaysia (2019), it was revealed that Malaysia as an adopter of IR 4.0 and the nation is leading in 

the region in terms of digital transformation, but Malaysia’s economy still lags behind Japan and 

Singapore.  

4.2 Managerial Implications for Embracing IR 4.0 

SMEs are crucial components of the Malaysian economy, contributing 38.3% of the growth of 

GDP in 2018 (The Star, 5th August 2019). Malaysian SMEs should be given increased attention for 

embracing IR 4.0. Therefore, different strategies are proposed for SMEs to ensure they are prepared 

for the adoption of IR 4.0.  

First of all, a collaborative platform is needed among SMEs. Malaysian SMEs do not have a 

unified platform to share and contribute to the best practice and understanding of IR 4.0. Indeed, the 

platform must be centralized, organized, and contain easily accessible information to enable SMEs 

to understand how to be ready for IR 4.0. In addition, SMEs should collaborate and participate in 

broader production networks with other SMEs, multinational companies or large organizations 

(SME Bank, 2017). Thus, it is believed that a collaborative platform can help to improve the skills 

and knowledge by encouraging more collaborations among SMEs.  

Moreover, training programs or workshops for employees should be provided. This is because 

there is a significant gap and shortage of IR 4.0 expertise, talents, skills, and knowledge such as 

artificial intelligence, data science, the Internet of Things, robotics, and machine learning. 

Employees of Malaysian SMEs need to participate in more skill enhancement training, conferences, 

and knowledge sharing events (Zaidi & Belal, 2019). With these training programs being provided, 
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employees can realize the importance of IR 4.0 and will eventually become aware of the skills and 

knowledge they require to embrace IR 4.0.  

Last but not least, the digitalization of the manufacturing system is crucial. Digitalization can 

build a direct link to end customers in improving the satisfaction of customers and providing a better 

innovation product. For example, social media is a platform that can be utilized to engage or interact 

with customers to enhance customer expectations toward the products (Trainor, Andzulis, Rapp, & 

Agnihotri, 2014). Furthermore, SMEs also need to practice an integrated and digital approach to 

gather and analyze the data due to the data volume, variety, velocity, veracity, and value. This may 

provide a better product which meets customers' expectation and eventually improve market 

competitiveness. 

5. Conclusion  

In conclusion, Malaysian SMEs are not yet prepared for the implementation of IR 4.0. Despite 

the enormous economic potential of IR 4.0, SMEs in the industry remain relatively unaware of it. 

SMEs must learn how to deal with these disruptions, be more resilient, and embrace the rate of 

change as an opportunity. IR 4.0 will have a significant impact on organizations and businesses in 

Malaysia. Thus, an exclusive platform or program is required to ensure that SMEs can transform 

more advanced manufacturing processes.  

Indeed, SMEs have the skills to implement IR 4.0 however they lack knowledge to adapt and 

transform toward IR 4.0. An awareness campaign and training on IR 4.0 should be provided for 

SMEs. This may be able to assist SMEs to realize the importance of IR 4.0 and drive to IR 4.0 with 

confidence. It is interesting to note that IR 4.0 provides an opportunity for the small companies of 

today to become the giants of tomorrow. 
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